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The December 2014 Zillman Column features Stealth Mode On the Internet and is a  
comprehensive listing of stealth and privacy resources currently available on the Internet. 
These include associations, indexes, search engines as well as individual websites and 
sources that supply the latest technology and information about stealth and privacy and 
how it relates to you and the Internet.  The below list of sources is taken from my Subject 
Tracer™ Information Blog titled Privacy Resources and is constantly updated with 
Subject Tracer™ bots from the following URLs:  
 

http://www.StealthMode.info/ 
http://www.PrivacyResources.info/ 

 
These resources and sources will help you to discover the many pathways available to 
you through the Internet to find the latest stealth and privacy sources and sites. 
 

 
Figure 1: Privacy Resources Subject Tracer™ Information Blog 
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Guide To Stealth and Privacy Resources 2015: 
 
10 Minute Mail 
http://10minutemail.com/10MinuteMail/index.html 
 
12VPN - Unblock Websites and Improve Privacy 
http://12vpn.com/ 
 
Accountable - Secure, Cloud-Based HIPAA Compliance Management Platform 
http://accountablehq.com/ 
 
Adeona - Open Source System for Tracking Location of Lost or Stolen Laptops 
http://adeona.cs.washington.edu/ 
 
A Guide for Guarding Personal Information in the Workplace 
http://www.sharefile.com/datasecurity.aspx 
 
A Model Regime of Privacy Protection by Daniel J. Solove and Chris Jay Hoofnagle 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=881294 
 
Aniscartujo VPN 
https://aniscartujo.com/vpn/ 
 
Anonyme - Anonymous Blogs 
http://www.anonyme.com/ 
 
Anonymish Apps from Product Hunt 
http://snipurl.com/29dfb6h 
 
Anonymity 4 Proxy 
http://www.inetprivacy.com/ 
 
Anonymity and Privacy On the Internet 
http://www.iusmentis.com/technology/remailers/index.html 
 
Anonymizer - Anonymous Web Surfing, Anti Spyware, Anonymous Proxy, & 
Identity Protection 
http://www.anonymizer.com/ 
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AnonyMouse.org 
http://anonymouse.org/ 
 
Anonymous Email 
http://www.anonymous.to/ 
 
Anonymous Remailer FAQ - Email Privacy FAQ 
http://www.andrebacard.com/remail.html 
 
Anonymous Voting System 
http://sourceforge.net/projects/anonymousvoting/ 
 
An Overview of Steganography for the Computer Forensics Examiner by Gary C. 
Kessler 
http://www.garykessler.net/library/fsc_stego.html 
 
AntiOnline - Maximum Security for a Connected World 
http://www.antionline.com/ 
 
Anti-Phishing Working Group 
http://www.antiphishing.org/ 
 
AntiProxy 
http://www.antiproxy.com/ 
 
AOL.com Privacy Policy 
http://privacy.aol.com/ 
 
APAS Anonymous Remailer Use [FAQ 1/8]: Overview 
http://www.faqs.org/faqs/privacy/anon-server/faq/use/part1/ 
 
AT&T Privacy Bird 
http://privacybird.org/ 
 
A Taxonomy of Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622 
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AxCrypt File Encryption Software - Free Personal Privacy and Security for 
Windows 
http://www.axantum.com/ 
 
Basic Cryptanalysis 
http://www.umich.edu/~umich/fm-34-40-2/ 
 
Bitmessage - P2P Communication Protocol To Send Encrypted Messages 
https://bitmessage.org/wiki/Main_Page 
 
BugMeNot.com 
http://www.BugMeNot.com/ 
 
Burn Note - One View Then Deleted 
https://burnnote.com/ 
 
Call-Safely - Protect Your Privacy and Call Safely 
http://www.call-safely.com/ 
 
CCleaner 
http://www.ccleaner.com/ 
 
ccrypt - Secure Encryption and Decryption of Files and Streams 
http://ccrypt.sourceforge.net/ 
 
Certainsafe - Be Certain and Safe 
https://certainsafe.com/ 
 
CertainStore™ - TransCertain's™ Patent Pending Secure Storage System 
http://www.transcertain.com/data-storage/ 
 
Chat.cc - Private Chat On the Web 
http://chat.cc/ 
 
ChatGrape - Communicate Efficiently 
https://chatgrape.com/ 
 
Cloak - Incognito Mode for Real Life 
http://usecloak.com/ 
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Cloakmy - Secure Messages 
https://cloakmy.org/ 
 
CloudFogger - Secure File Encryption for Dropbox, SkyDrive, Google Drive and 
Others 
http://www.cloudfogger.com/ 
 
CloudSafe - Safe Harbor for Sensitive Data 
https://secure.cloudsafe.com/ 
 
Cluster - Private Spaces For You and Your Friends 
https://cluster.co/ 
 
COGIPAS.com - Complete Online Guide to Internet Privacy, Anonymity and 
Security 
http://cogipas.com/ 
 
Collusion - Discover Who Is Tracking You Online  
http://www.mozilla.org/en-US/collusion/ 
 
Conceptualizing Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=313103 
 
Contactify - Private Contact Form 
http://www.contactify.com/ 
 
COTSE-Privacy Resources - Privacy Watch 
http://www.cotse.net/privacy/ 
 
Creating an Online Privacy Policy 
http://www.info-law.com/create.html 
 
Cryptocat - Open Source Encrypted Private Alternative To Other Chat Services 
https://crypto.cat/ 
 
Cryptography and Security 
http://people.csail.mit.edu/rivest/crypto-security.html 
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CryptoHeaven - Secure and Anonymous eMail, Online Storage and File Sharing 
http://www.cryptoheaven.com/ 
 
CryptoHippie - Protect Individuality and Privacy On the Internet With Encryption 
and Anonymity 
https://secure.cryptohippie.com/products.php 
 
Crypton - Framework for Building Cryptographically Secure Cloud Applications 
https://crypton.io/ 
 
Crystal Security 
http://www.crystalsecurity.eu/ 
 
Cyber Dust – Freely Available Fully Encrypted and Self Destructing Messages 
http://www.Cyberdust.com/ 
 
Darik's Boot and Nuke (Hard Drive Disk Wipe) 
http://www.dban.org/ 
 
DataLocker - The Convenience of Anywhere Data Access Without the Security 
Compromises 
http://www.appsense.com/products/appsense-labs/datanow-vault 
 
Decing - Decisions Through Secret and Private Votes 
http://www.decing.com/ 
 
DemocraKey - Portable Privacy Suite 
http://www.democrakey.com/ 
 
Detectify - SaaS Based Website Security Scanner 
https://detectify.com/ 
 
Disconnect Search - Search Privately 
https://disconnect.me/ 
 
DNS Stuff 
http://www.dnsstuff.com/ 
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docTrackr - Keep In Control of Your Digital Documents 
http://www.doctrackr.com/ 
 
Documentation of Internet Filtering Worldwide by Jonathan Zittrain and Benjamin 
Edelman 
http://cyber.law.harvard.edu/filtering/ 
 
Do Not Track Me 
https://www.abine.com/dntdetail.php 
 
DudMail - Disposable eMail Addresses for the Masses 
http://www.dudmail.com/ 
 
Economic Crime Investigation Institute 
http://www.ecii.edu/ 
 
EEXCESS - Enhancing Europe’s eXchange in Cultural Educational and Scientific 
reSources 
http://eexcess.eu/ 
 
EFF - Electronic Frontier Foundation 
http://www.eff.org/ 
 
EFF Releases - Protect Yourself From Electronic Spying with "Surveillance Self-
Defense 
https://ssd.eff.org/ 
 
Electronic Privacy Information Center 
http://www.epic.org/ 
 
eMail Privacy 
http://www.emailprivacy.info/ 
 
EMC Privacy Index - Measures Willingness to Trade Privacy for Greater 
Convenience 
http://www.emc.com/campaign/privacy-index/index.htm 
 
EncryptFree - Free Encryption For Everyone 
https://www.encryptfree.com/ 
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Encrypt.to - Send Encrypted Messages By One Click 
https://encrypt.to/ 
 
End-To-End - Encrypy, Decrypt, Dogital Sign and Verify Signed Messages 
https://code.google.com/p/end-to-end/ 
 
Epic Browser - What You Browse and Search Should Always Be Private 
https://www.epicbrowser.com/ 
 
EPIC Online Guide to Practical Privacy Tools 
http://www.epic.org/privacy/tools.html 
 
EPIC Online Guide to Privacy Resources 
http://epic.org/privacy/privacy_resources_faq.html 
 
Eraser - Advanced Security Tool Remove Sensitive Data From Your Hard Drive 
http://eraser.heidi.ie/ 
 
EULAlyzer - Analyze License Agreements for Interesting Words and Phrases 
http://www.brightfort.com/eulalyzer.html 
 
Faceless.me VPN - Surf the Web Anonymously and Protect Your Data 
http://faceless.me/ 
 
Fakena.me - Generates Random Fake Names, Addresses, Usernames, Passwords 
and eMail Address 
https://fakena.me/ 
 
Figure 1 - Free, Safe Photo Sharing for Healthcare Professionals 
https://figure1.com/ 
 
FindNot - Anonymous Surfing, Anonymous Email & Anonymous Internet 
http://www.findnot.com/ 
 
FreedomPop - Communicate Securely and Anonymously 
http://www.freedompop.com/ 
 
Free File Shredder 4.1.2 
http://www.kakasoft.com/file-shredder/ 
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FreeOTFE - Free Open Source On the Fly Transparent Disk Encryption Program 
http://www.freeotfe.org/ 
 
Free Public Proxy Servers List: WWW, FTP, IRC, SOCKS, TELNET, WINGATE 
http://tools.rosinstrument.com/proxy/ 
 
FRONTLINE: United States of Secrets 
http://www.pbs.org/wgbh/pages/frontline/united-states-of-secrets/ 
 
Frost - Freenet Client Providing Newsgroup-Like Private Encrypted Messages 
http://jtcfrost.sourceforge.net/ 
 
Genetic Privacy 
http://epic.org/privacy/genetic/ 
 
GlassWire - Network Security Monitor and Firewall Tool 
https://www.glasswire.com/ 
 
Global Internet Freedom Consortium - Inform, Connect and Empower the People 
http://www.internetfreedom.org/ 
 
Global Privacy Resources 
http://it.ojp.gov/default.aspx?area=globalJustice&page=2328 
 
Global Voices Online 
http://globalvoicesonline.org/ 
 
GnuPG (The GNU Privacy Guard) 
http://www.gnupg.org/ 
http://freecode.com/projects/gnupg?branch_id=10426&release_id=178151 
 
Guardster - Your Privacy Headquarters 
http://guardster.com/ 
 
Guerrilla Mail - Disposable Temporary eMail Address 
http://www.guerrillamail.com/ 
 
HackNotifier - Protect Yourself From Hackers 
http://www.hacknotifier.com/ 
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Health Privacy Project 
https://www.cdt.org/issue/health-privacy 
 
Hide My Ass - Free Web Proxy 
http://hidemyass.com/ 
 
Hide The IP - Hide IP Anonymous Surfing Software 
http://hide-the-ip.com/ 
 
Hiding Your IP Address, Anonymous Internet Surfing HOWTO 
http://www.proxies.by/proxy/howto.htm 
 
HotspotShield - Internet Privacy and WiFi Security Wherever You Are 
http://www.hotspotshield.com/ 
 
HOWTO ByPass Internet Censorship 
http://www.zensur.freerk.com/ 
 
How to Blog Safely (About Work or Anything Else) 
https://www.eff.org/wp/blog-safely 
 
How To Encrypt (almost) Anything Article 
http://www.pcworld.com/article/2025462/how-to-encrypt-almost-anything.html 
 
How To Navigate the Internet Around PRISM 
http://www.salon.com/2013/06/09/can_you_use_the_internet_without_prism_partner/ 
 
Hushed - Your Private Phone App 
http://hushed.com/ 
 
Hushmail Free Encrypted Web-mail, IM and Documents 
https://www.hushmail.com/ 
 
I2P Anonymous Network 
http://www.i2p2.de/ 
 
IBM Privacy Practices on the Internet 
http://www.ibm.com/privacy/us/ 
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IDzap & IDseal --- Secure Anonymous Web Browsing and Secure Email Service 
http://www.idzap.com/index.php 
 
Incapsula – CDN, DDoS protection, Load Balancing  
http://www.incapsula.com/ 
 
Information Privacy Law Textbook  
http://docs.law.gwu.edu/facweb/dsolove/Information-Privacy-Law/ 
 
Information Valet Project 
http://informationvalet.wordpress.com/ 
 
International Alliance - Anonymous Professionals Offering Privacy Services 
http://www.intl-alliance.com/ 
 
International Association of Privacy Professionals 
https://www.privacyassociation.org/ 
 
International Privacy Law Library 
http://www.worldlii.org/int/special/privacy/ 
 
Internet Hoaxes 
http://www.InternetHoaxes.info/ 
 
Internet Privacy and eMail Security 
http://www.privacyresources.org/ 
 
Internet Privacy and Security Resources 
http://www.internetprivacysecurity.net/ 
 
iPrivacyTools 
http://www.iprivacytools.com/ 
 
IPsec - Internet Protocol Security 
http://en.wikipedia.org/wiki/IPsec 
 
iSecureDocument - Send Documents To Anyone Secure and Safe 
http://www.isecuredocument.com/ 
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Iubenda - Privacy Policy Generator 
https://www.iubenda.com/ 
 
IVPN - Protect Your Online Privacy From Anywhere 
https://www.ivpn.net/ 
 
JAP -- Anonymity & Privacy 
http://anon.inf.tu-dresden.de/index_en.html 
 
JASYPT - JAva Simplified EncrYPTion 
http://www.jasypt.org/ 
 
JotOnce – Password Protected, Shareable Notes  
http://jotonce.com/ 
 
JUMPTO - Trusted Name In Online Security and Identity Protection Solutions 
http://www.jumpto.com/ 
 
Laverna - Note Taking Application With Privacy 
https://laverna.cc/ 
 
Lockbin - Free Service for Sending Private Secure eMail Messages 
https://lockbin.com/ 
 
Locked Up Mail - The World's Most Secure eMail 
http://www.lockedupmail.com/ 
 
Lockify - Securely Send Private Information To Anyone 
https://aboutlockify.com/ 
 
Mailinator - Instant and Temporary Spam Free eMail Address 
http://www.mailinator.com/ 
 
MailMyWeb.com - Browse the Internet in a Revolutionary Way 
http://www.MailMyWeb.com/ 
 
MailTo Encoder - Encode Your eMail Address To Prevent SPAM 
http://www.mailtoencoder.com/ 
 

http://www.zillmancolumns.com/
mailto:zillman@VirtualPrivateLibrary.com
https://www.iubenda.com/
https://www.ivpn.net/
http://anon.inf.tu-dresden.de/index_en.html
http://www.jasypt.org/
http://jotonce.com/
http://www.jumpto.com/
https://laverna.cc/
https://lockbin.com/
http://www.lockedupmail.com/
https://aboutlockify.com/
http://www.mailinator.com/
http://www.mailmyweb.com/
http://www.mailtoencoder.com/


 
 

 
December 2014 Column – Stealth Mode On the Internet 

 http://www.zillmancolumns.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: (800) 858-1462 
© 2014 Marcus P. Zillman, M.S., A.M.H.A. 

 
 

13 

Mario's Brief Report About Your Internet Access Connection 
http://mprofaca.cro.net/report.html 
 
Markle Foundation - Addressing Crticial Public Needs in the Information Age 
http://www.markle.org/ 
 
Martus - The Global Social Justice Monitoring System 
http://www.martus.org/ 
 
Mega – The Privacy Company 
https://mega.co.nz/ 
 
Melt Mail - Your Temporary eMail Forwarding 
http://meltmail.com/ 
 
Mermur - Anonymous Text Messages 
http://mermur.it/ 
 
MetroPipe – Anonymous Internet Services and Privacy Weblog 
http://www.MetroPipe.net/ 
 
MiniGroup - Instant Private Groups for Work or Fun 
https://www.minigroup.com/ 
 
MixMaster 
http://mixmaster.sourceforge.net/ 
 
Moving, Securing and Storing Your Data 
http://transcertain.com/ 
 
Muffin - WWW Filtering System 
http://muffin.doit.org/ 
 
M u t e M a i l - Secure and Anonymous eMail System 
http://www.mutemail.com/ 
 
myTrashMail.com - Temporary and Anonymous eMail 
http://www.mytrashmail.com/ 
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Neil's Security and Privacy Resources 
http://www.jjtc.com/Security/ 
 
Notedip - Private Secure Self Destructing Messages 
http://notedip.com/ 
 
NoteShred - Send Encrypted, Password Protected Notes That Automatically Shred 
After Reading 
https://www.noteshred.com/ 
 
Novo Ordo - eMail Privacy 
http://www.novo-ordo.com/ 
 
Off-the-Record (OTR)Messaging 
http://www.cypherpunks.ca/otr/ 

Omlet - Open Messaging Platform 
http://www.omlet.me/ 

Onion Browser - An Open-Source Privacy Enhancing Web Browser for iOS 
https://mike.tig.as/onionbrowser/ 

OnionShare - Securely and Anonymously Share a File of Any Size 
https://github.com/micahflee/onionshare 

Online Information Sellers: How to Opt Out 
http://www.privacyrights.org/ar/infobrokers.htm 
 
Online Privacy Alliance 
http://www.privacyalliance.org/resources/ 
 
On the Identity Trail: Understanding the Importance and Impact of Anonymity and 
Authentication in a Networked Society 
http://anonequity.org/ 
 
Open Directory - Computers: Internet: E-mail: Anonymous Mailers 
http://www.dmoz.org/Computers/Internet/E-mail/Anonymous_Mailers/ 
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OpenNet Initiative 
https://opennet.net/ 

OpenPrivacy Initiative 
http://www.openprivacy.org/ 
 
OpenPuff - Professional Steganography Tool 
http://embeddedsw.net/OpenPuff_Steganography_Home.html 

OpenScape - Secure Web Collaboration 
http://www.unify.com/us/products-services/unified-communications/applications/web-
collaboration/ 
 
Open Security Foundation 
http://opensecurityfoundation.org/ 
 
Open Society Institute 
http://www.osi.am/ 
 
Operation Encrypt Everything (OpE^2)  
https://www.encrypteverything.ca/index.php?title=Main_Page 
 
Orbot - Proxy with Tor 
https://play.google.com/store/apps/details?id=org.torproject.android&hl=en 
 
Panopticlick - How Unique and Trackable Is Your Browser Test 
http://panopticlick.eff.org/ 
 
PaperKarma™ – Kill Unwanted Mail, Not Trees  
https://www.paperkarma.com/ 
 
ParanoidPaul - Track Changes to Privacy Policies, Terms, Conditions and User 
Agreements 
http://www.paranoidpaul.com/ 
 
PassPack - Free Anonymous Online Password Manager 
http://www.passpack.com/ 
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Password Live - No More Forgotten Passwords 
https://www.passwordlive.com/ 
 
Password Safe 
http://passwordsafe.sourceforge.net/ 
 
PasteVault - Text To Encrypt and Expire - Encrypted In Your Browser, Not On the 
Server 
https://www.pastevault.com/ 
 
Patient’s Guide to HIPAA - How to Use the Law to Guard your Health Privacy  
http://www.worldprivacyforum.org/hipaa/index.html 
 
Patient Privacy Rights  
http://www.patientprivacyrights.org/ 
 
PhoneDynamo - Accept Calls Anonymously Without Revealing Your Phone 
Number 
http://www.phonedynamo.com/ 
 
PirateBox - DIY Anonymous Offline File-Sharing and Communications System 
http://piratebox.cc/ 
 
PirateBrowser - No More Censorship 
http://piratebrowser.com/ 
 
Places - Privacy for the Masses 
http://www.joinplaces.com/ 
 
Platform for Privacy Preferences (P3P) Project 
http://www.w3.org/P3P/ 
 
Ponemon Institute 
http://www.ponemon.org/ 
 
Populr - Create and Share Secure, Trackable WebPages 
https://populr.me/ 
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PORTIA - Privacy, Obligations, and Rights in Technologies of Information 
Assessment 
http://crypto.stanford.edu/portia/ 
 
Privacy.IO 
https://privacy.io/ 
 
Privacy.li - Privacy Tool Website for Anonymity 
http://www.privacy.li/ 
 
Privacy Agent - Reduce Your Digital Footprint 
http://friedcookie.com/product/privacy-agent 
 
Privacy Analysis of your Internet Connection 
http://privacy.net/analyze-your-internet-connection/ 
 
Privacy Badger - Blocks Spying Ads and Invisible Trackers 
https://www.eff.org/privacybadger/ 
 
Privacy Eraser – Clean Your Tracks and Protect Your Privacy 
http://www.cybertronsoft.com/products/privacy-eraser/ 
 
Privacy Forum 
http://www.vortex.com/privacy/ 
 
Privacy Icons 
https://disconnect.me/icons 
 
Privacy International (PI) 
http://www.privacyinternational.org/ 
 
Privacy Policy Generator for Websites and Apps 
http://www.iubenda.com/en 
 
Privacy Rights Clearinghouse 
http://www.privacyrights.org/ 
 
Privacy Rights Clearinghouse - Privacy Links 
http://www.privacyrights.org/links.htm 
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Privacy Tools for Sharing Research Data 
http://privacytools.seas.harvard.edu/ 
 
Privatize 
http://privatize.io/ 
 
Privnote - Send Notes That Will Self Destruct After Being Read 
https://privnote.com/ 
 
Privoxy - Free Software Privacy Enhancement 
http://www.privoxy.org/ 
 
Project Tox - Secure Messaging For Everyone 
http://tox.im/ 
 
ProtonMail - Securing Privacy Rights for Everyone 
https://protonmail.ch/ 
 
Proxify® - Anonymous Proxy Protects Your Online Privacy Without Installing 
Software 
http://proxify.com/ 
 
Proxy Sites Listing from Tech FAQ 
http://www.megaproxylist.com/ 
 
Publius Censorship Resistant Publishing System 
http://cs1.cs.nyu.edu/waldman/publius/ 
 
reCAPTCHA Mailhide 
http://www.google.com/recaptcha/mailhide/ 
 
Reconstructing Electronic Surveillance Law by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445180 
 
Reppler – Manage Your Online Image Across Social Networks  
http://www.reppler.com/ 
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Reputation Defender 
http://www.reputation.com/ 
 
Retroshare - Comunicate Secure with Friends 
http://retroshare.sourceforge.net/ 
 
RFDump 
http://www.rfdump.org/ 
 
rumr - Anonymous Messaging With People You Know 
http://rumrapp.com/ 
 
SafeGov - Promoting Trusted and Responsible Cloud Computing for Government 
http://www.safegov.org/ 
 
SafeSlinger - Secure Messages Easy 
http://www.cylab.cmu.edu/safeslinger/ 
 
SafeWeb  
http://safeweb.norton.com/ 
 
Scrambls - Take Personal Control Over Your Files and Posts Anywhere On the 
Web 
https://scrambls.com/ 
 
ScrapeShield - Monitor and Track Misuse of Your Content 
https://www.cloudflare.com/apps/scrapeshield 
 
SecretInk - Create a Message That Automatically Self-Destructs After Reading 
https://secretink.co/ 
 
Secretly Meet - A Line for Your Private Encounters 
https://www.secretlymeet.me/ 
 
Secret - Speak Freely 
https://www.secret.ly/ 
 
Secured URL 
http://securedurl.org/ 
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Secure Messaging /Secure File Comments 
https://certainsafe.com/Features 
 
Secure NNTP - Anonymous Web Surfing and Secure Tunneling 
http://www.securenntp.com/ 
 
Secure Virtual Data Room 
http://www.sharefile.com/virtual-data-room/ 
 
Security Resources Internet MiniGuide by Marcus P. Zillman 
http://SecurityResources.BlogSpot.com/ 
 
Seecrypt - Privacy Smartphone App for Secure Voice Calls and Text Messages 
https://www.seecrypt.com/ 
 
Send Files Securely 
https://www.sendfilessecurely.com/ 
 
SendItOnTheNet.com - Send and Receive Files Securely, Encrypted In Your 
Browser 
https://www.senditonthenet.com/ 
 
ShareFileVDR - Secure Virtual Data Room 
http://www.sharefile.com/virtual-data-room/ 
 
Sharing, Privacy and Trust in Our Networked World 
http://www.oclc.org/worldwide/en_us/reports/sharing.html 
 
SharpMail - Anonymous eMail and SMS 
http://sharpmail.co.uk/ 
 
Sher.ly - Private, Sharable P2P Cloud Designed For Sharing Sensitive Data 
https://sher.ly/ 
 
SimplySecure - Usably Secure Technologies 
https://simplysecure.org/ 
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SlyDial - Connects You Directly to Someone's Mobile Voicemail 
http://www.slydial.com/ 
 
Sneakemail - the Anonymizer Anti Spam Service and Spam Filter 
http://sneakemail.com/ 
 
Sociosecure - Protecting Company Information and Employee Privacy 
http://www.sociosecure.com/ 
 
SoftPerfect WiFi Guard  
http://www.softperfect.com/products/wifiguard/ 
 
Somebody Proxy Servers and Anonymizer 
http://www.somebody.net/ 
 
Sookasa - Protect Files Across Cloud Services and Mobile Devices 
https://www.sookasa.com/ 
 
Speakle - Speak Your Mind Anonymously 
http://www.speakleapp.com/ 
 
Special Key - Free Online Message Encryption 
http://www.specialkey.org/ 
 
SpiderOak - 100% Private Online Backup, Sync and Sharing 
https://spideroak.com/ 
 
Spikes - Security and Performance Without Sacrificing Convenience 
http://spikes.com/ 
 
Sqrrl Security - Cell-Level Security for Big Data 
http://www.sqrrl.com/ 
 
SquiggleSR - Privacy for Users of Search Engines 
http://www.squigglesr.com/spip/spip.php?article14 
 
Stay Invisible - An Internet Anonymity Test  
http://www.stayinvisible.com/ 
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Surf In Stealth 
http://www.surfinstealth.com/ 
 
Switzerland Network Testing Tool 
https://www.eff.org/pages/switzerland-network-testing-tool 
 
Tails - Amnesic Incognito Live System - Privacy for Anyone Anywhere 
https://tails.boum.org/ 
 
Talk.net - Do Phone Numbers Say Enough About You 
http://mtalk.net/ 
 
Telegram - SMS on Steroids 
https://telegram.org/ 
 
Tenebril GhostSurf 
http://www.tenebril.com/products.html 
 
TextPort - Free Online Texting 
http://www.textport.com/ 
 
TextSecure Private SMS/MMS 
https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms 
 
The Anonymous Email Website 
http://www.TheAnonymousEmail.com/ 
 
The Digital Journalist’s Legal Guide 
http://www.rcfp.org/browse-media-law-resources/digital-journalists-legal-guide 
 
The Freenet Project 
https://freenetproject.org/ 
 
The Good To Know Campaign from Google 
http://www.google.co.uk/goodtoknow/ 
 
The National Security Archive 
http://www2.gwu.edu/~nsarchiv/index.html 
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The New Yorker Strongbox 
http://www.newyorker.com/strongbox/ 
 
The Origins and Growth of Information Privacy Law by Daniel J. Solove  
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445181 
 
The Privacy Page 
http://www.privacy.org/ 
 
The Privacy Place – An Academic Privacy Research Center 
http://theprivacyplace.org/ 
 
The SSD Project - EFF Surveillance Self-Defense Project 
https://ssd.eff.org/ 
 
The Surveillance-Industrial Complex - ACLU Report 
http://www.aclu.org/national-security/combatting-surveillance-industrial-complex 
 
The World Wide Web & Internet Privacy 
http://www.whoishostingthis.com/resources/world-wide-web-privacy/ 
 
Threema - Seriously Secure Mobile Messaging 
https://threema.ch/ 
 
Tickle - Escape an Awkward Encounter 
http://www.usetickle.com/ 
 
TigerText - Secure Mobile Messaging 
http://www.tigertext.com/ 
 
TinyCert - Simple, Free, PKI-as-a-Service 
https://www.tinycert.org/ 
 
TOR2Web - Onion.to Tor Hidden Services Gateway 
https://www.onion.to/ 
 
TOR: An Anonymous Internet Communication System 
https://www.torproject.org/ 
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Tor Browser Bundle 
https://www.torproject.org/projects/torbrowser.html.en 
 
TorChat - Peer to Peer Anonymous Instant Messenger 
https://github.com/prof7bit/TorChat/wiki 
 
TOX - A New Kind of Secure Instant Messaging 
http://tox.im/ 
 
TrackDuck - Visual Feedback for Web Design and Development 
https://trackduck.com/ 
 
TrackMeNot 
http://cs.nyu.edu/trackmenot/ 
 
Transactions on Data Privacy (TDP) 
http://www.tdp.cat/ 
 
Transcertain – Secure and Private File Sharing and Messaging 
http://www.Transcertain.com/ 
 
TrueCrypt - Free Open-Source On-The-Fly Disk Encryption 
http://www.truecrypt.org/ 
 
TrueVault - HIPAA Compliant File Storage 
http://www.TrueVault.com/ 
 
TunnelBear - Simple, Private, Free Access to the Global Internet 
https://www.tunnelbear.com/ 
 
Two Factor Auth (2FA) 
http://twofactorauth.org/ 
 
TxtNinja - Hide eMail, Text or Domain From Search Engines 
http://www.txtninja.com/ 
 
uMark - Photo Watermark Software for Windows and Mac 
http://www.uconomix.com/Products/uMark/ 
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UnBlk.net - Unblock Websites, Go Anonymous and Web Proxy 
http://unblk.net/ 
 
UnlistMy.Info - Your Web Privacy In Your Hands 
http://www.unlistmy.info/ 
 
Unseen - Secure Your Privacy 
https://unseen.is/ 
 
uProxy - Share Your Pathway To the Internet 
http://uproxy.org/ 
 
Vanish - Enhancing the Privacy of the Web with Self-Destructing Digital 
http://vanish.cs.washington.edu/ 
 
Virtru - Secure Your Emails and Attachments, Choose Who Can View Them, And 
Revoke Access At Any Time 
https://www.virtru.com/ 
 
VPNClub - Safe and Secure Virtual and Physical Servers  
http://www.vpnclub.biz/ 
 
Walnote - Secure Notes Online 
http://www.walnote.com/ 
 
WatchDox - Control, Track and Protect Your Documents 
http://www.WatchDox.com/ 
 
Web Privacy Check 
http://ipinfo.info/html/privacy-check.php 
 
Wickr – Leave No Trace 
https://www.mywickr.com/ 
 
WiredSafety 
http://www.wiredsafety.org/ 
 
WireOver - Send Big Files Really Securely 
http://www.wireover.com/ 
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World Privacy Forum 
http://www.worldprivacyforum.org/ 
 
YaCy - Distributed P2P Based Web Indexing and Anonmymous Search Engine 
http://www.yacy.net/ 
 
You Are Being Watched Online 
http://www.makeuseof.com/tag/youre-watched-online/ 
 
Zeekly - Private and Secure Web Search 
https://zeekly.com/ 
 
ZipLip 
http://www.ziplip.com/ 
 
Zfone - Secure Voice Over IP 
http://zfone.com/ 
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Subject Tracer™ Information Blogs 
 
Subject Tracer™ Information Blogs created and developed by the Virtual Private 
Library™ combine the best of the latest tools on the Internet. Using bots, blogs and news 
aggregators the Subject Tracer™ Information blogs generate RSS feeds with the latest 
resources to create a current information resource flow through niched subject tracers. I 
am proud to be the creator of the Internet’s first Subject Tracer™ Information Blogs: 
 
Virtual Private Library™ 
http://www.VirtualPrivateLibrary.com/ 
 
Agriculture Resources 
http://www.AgricultureResources.info/ 
 
AnswerSpot  
http://www.AnswerSpot.us/ 
 
Artificial Intelligence Resources 
http://www.AIResources.info/ 
 
Astronomy Resources 
http://www.AstronomyResources.info/ 
 
Auction Resources 
http://www.AuctionResources.info/ 
 
Biological Informatics 
http://www.BiologicalInformatics.info/ 
 
Biotechnology Resources 
http://www.BiotechnologyResources.info/ 
 
Bot Research 
http://www.BotResearch.info/ 
 
Business Intelligence Resources 
http://www.BIResources.info/ 
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ChatterBots 
http://www.ChatterBots.info/ 
 
Data Mining Resources 
http://www.DataMiningResources.info/ 
 
Deep Web Research 
http://www.DeepWebResearch.info/ 
 
Directory Resources 
http://www.DirectoryResources.info/ 
 
eCommerce Resources 
http://eCommerceResources.info/ 
 
Education and Academic Resources 
http://www.EducationResources.info/ 
 
Elder Resources 
http://www.ElderResources.info/ 
 
Employment Resources 
http://www.EmploymentResources.info/ 
 
Entrepreneurial Resources 
http://www.EntrepreneurialResources.info/ 
 
Fact Checkers Directory 
http://www.FactCheckers.us/ 
 
Financial Sources 
http://www.FinancialSources.info/ 
 
Finding People 
http://www.FindingPeople.info/ 
 
Games Resources 
http://www.GamesResources.info/ 
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Genealogy Resources 
http://www.GenealogyResources.info/ 
 
Grant Resources 
http://www.GrantResources.info/ 
 
Green Files 
http://www.GreenFiles.info/ 
 
Grid, Distributed and Cloud Computing Resources 
http://www.GridResources.info/ 
 
Healthcare Resources 
http://www.HealthcareResources.info/ 
 
Information Futures Markets 
http://www.InformationFuturesMarkets.com/ 
 
Information Quality Resources 
http://www.InformationQualityResources.info/ 
 
International Trade Resources 
http://www.InternationalTradeResources.info/ 
 
Internet Alerts 
http://www.InternetAlerts.info/ 
 
Internet Demographics 
http://www.InternetDemographics.info/ 
 
Internet Experts 
http://www.InternetExperts.info/ 
 
Internet Hoaxes 
http://www.InternetHoaxes.info/ 
 
Intrapreneurial Resources 
http://www.IntrapreneurialResources.info/ 
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Journalism Resources 
http://www.JournalismResources.info/ 
 
Knowledge Discovery  
http://www.KnowledgeDiscovery.info/ 
 
Military Resources 
http://www.MilitaryResources.info/ 
 
New Economy Analytics, Resources and Alerts 
http://www.NewEconomyAnalytics.com/ 
 
Outsourcing/Offshoring Information and Resources 
http://www.OutsourcingOffshore.us/ 
 
Privacy Resources 
http://www.PrivacyResources.info/ 
 
Reference Resources 
http://www.ReferenceResources.info/ 
 
Research Resources 
http://www.ResearchResources.info/ 
 
RestStress™ 
http://www.RestStress.com/ 
 
Script Resources 
http://www.ScriptResources.info/ 
 
ShoppingBots 
http://www.ShoppingBots.info/ 
 
Social Informatics 
http://www.SocialInformatics.info/ 
 
Statistics Resources and Big Data 
http://www.StatisticsResources.info/ 
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Student Research 
http://www.StudentResearch.info/ 
 
Theology Resources 
http://www.TheologyResources.info/ 
 
Tutorial Resources 
http://www.TutorialResources.info/ 
 
World Wide Web Reference 
http://www.WWWReference.info/ 
 
 

 
Figure 2: Virtual Private Library™ 

 
Author Information: Marcus P. Zillman, M.S., A.M.H.A. Executive Director of the 
Virtual Private Library is an international Internet expert, author, keynote speaker and 
corporate consultant in the area of information retrieval, knowledge discovery, 
knowledge harvesting, artificial intelligence and bots/intelligent agents. He has created 
numerous world wide web sites including 54 Subject Tracer™ Information Portals and 
Blogs; written a number of internet miniguides, white papers, manuals and books; hosted 
over 160 weekly Internet television shows, writes a weekly and monthly column on 
Current Awareness on the Internet; writes a monthly newsletter Awareness Watch and 
delivers keynote presentations throughout the international marketplace. He also actively 
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delivers one and two day workshops for key industry sectors displaying how the Internet 
can be used as a tool to maintain current awareness and professional competencies.  
Additional websites by Marcus P. Zillman, M.S., A.M.H.A.: 
 
Marcus P. Zillman's Blog 
http://www.zillman.us/ 
 
Marcus P. Zillman Abbreviated Bio 
http://www.zillman.info/ 
 
White Papers by Marcus P. Zillman 
http://www.WhitePapers.us/ 
 
Awareness Watch™ Newsletter 
http://www.AwarenessWatch.com/ 
 
Marcus P. Zillman's Columns 
http://www.ZillmanColumns.com 
 
LinkSeries Publications 
http://www.LinkSeries.com/ 
 
Links By Marcus™ 
http://www.LinksByMarcus.com/ 
 
Workshops By Marcus™ 
http://www.WorkshopsByMarcus.com/ 
 
SourceSeries Internet Research Workshops 
http://www.SourceSeries.com/ 
 
Watch Marcus™ 
http://www.WatchMarcus.com/ 
 
listen to marcus™ 
http://www.ListenToMarcus.com 
 

http://www.zillmancolumns.com/
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http://www.listentomarcus.com/
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Research White Papers, Articles, Lectures and Speeches by Marcus P. Zillman, 
M.S., A.M.H.A.: 
 
Academic and Scholar Search Engines and Sources 
http://www.ScholarSearchEngines.com/ 
 
Bots, Blogs and News Aggregators                                                        
http://www.BotsBlogs.com/ 
 
Business Intelligence Online Resources 
http://www.BIOnlineResources.info/ 
 
Cloud Computing Resources Primer 
http://www.zillman.us/white-papers/grid-distributed-and-cloud-computing-resources-
primer/ 
 
Current Awareness Discovery Tools on the Internet 
http://www.zillman.us/white-papers/current-awareness-discovery-tools-on-the-internet/ 
 
Deep Web Research and Discovery Resources 2014 Online White Paper and LLRX 
Article 
http://DeepWeb.us/ 
http://zillman.blogspot.com/2013/12/llrx-deep-web-research-and-discovery.html 

eMarketing MiniGuide 2014                                       
http://www.eMarketingMiniGuide.com/ 

eReference Library Link Toolkit  
http://www.eReferenceLibrary.com/ 
 
Finding Experts By Using the Internet  
http://www.FindingExperts.info/ 
 
Finding People Resources and Sites  
http://www.FindingPeople.info/ 

Healthcare Bots and Subject Directories                                         
http://www.HealthcareBots.info/ 
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Knowledge Discovery Resources 2014                                           
http://www.KDResources.info/ 

New Economy Resources 2014                                  
http://www.NewEconomyResources.com/ 
 
Online Research Browsers 
http://www.zillman.us/white-papers/online-research-browsers/                             

Online Research Tools                                                         
http://www.OnlineResearchTools.info/ 

Online Social Networking                                             
http://www.OnlineSocialNetworking.info/ 

Searching the Internet                                                           
http://www.SearchingTheInternet.info/ 
 
Start Up Resources for the Entrepreneur 
http://www.StartUpResources.us/ 
 
Using the Internet As a Dynamic Resource Tool for Knowledge Discovery 
http://www.zillman.us/white-papers/using-the-internet-as-a-dynamic-resource-tool-for-
knowledge-discovery/ 
 
Web Data Extractors 
http://www.WebDataExtractors.com/ 
 
Web Guide for the New Economy 
http://www.WebGuideNewEconomy.com/ 
 
White Papers By Marcus P. Zillman, M.S., A.M.H.A. 
http://www.WhitePapers.us/ 
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Internet Tutor by Marcus P. Zillman, M.S., A.M.H.A.                
http://www.InternetTutor.info/                                                                                                    
Visit this site to learn about the availability of Marcus P. Zillman to tutor you or your 
associate one on one in the privacy of your residence or office on the latest happenings of 
the Internet including Internet basics to advanced Internet searching using bots and 
creating your own personal blog.                                               

Internet Speaking by Marcus P. Zillman, M.S., A.M.H.A.         
http://www.InternetSpeaker.net                                                                                                  
Visit this site to learn about Marcus P. Zillman’s speaking engagements for your 
organization meetings and events. View and listen to his previous presentations as well as 
his weekly television shows.                                                                                     

Internet Consulting by Marcus P. Zillman, M.S., A.M.H.A.  
http://InternetConsultant.BlogSpot.com/                                                                                     
Visit this site to obtain information about obtaining the consultation services of Marcus P. 
Zillman for your company including eCommerce audits, utilization of bots, blogs and 
news aggregators or the creation of your own personal virtual private library powered by 
Subject Tracer™ Information bots!                                                                 
 
Current Awareness Monitors, Alerts and Information Traps                               
http://www.ecurrentAwareness.com/                                                                                       
Marcus P. Zillman’s latest report Current Awareness Monitors, Alerts and Information 
Traps for is available for purchase online and for immediate download. This report is a 
comprehensive listing of the latest resources, sources and sites for current awareness on 
the Internet. This is a must read for anyone who must stay current in their profession 
and/or business activity as the list of URLs will keep you at the leading edge of your 
career.  
 
Market Intelligence Resources                     
http://www.MarketIntelligenceResources.com/                                                                      
Marcus P. Zillman’s just released professional Internet MiniGuide is titled Market 
Intelligence Resources and is available for purchase online and immediate download. 
This 193 page digital miniguide represents a comprehensive listing of the latest 
resources, sources and sites to discover the latest Market Intelligence sources available on 
the Internet with many of them freely available!  Designed specifically for today’s 
entrepreneur, professional and/or investor. 
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Entrepreneurial Links 101  
http://www.EntrepreneurialLinks.com/ 
Marcus P. Zillman’s newly released 231 page eReference digital book for the up and 
coming entrepreneur. Entrepreneurial Links 101 gives an alphabetical listing of the very 
best Internet and World Wide Web sites covering Entrepreneur Resources, Business 
Intelligence Resources and an extremely comprehensive list of Online Research Tools. 
This is considered by many to be the entrepreneur’s bible for finding relevant and 
competent online resources! 
 
Internet Privacy and Security Resources 
http://www.InternetPrivacySecurity.net/ 
Marcus P. Zillman’s latest eReference digital publication is a selected comprehensive 
alphabetical listing of the latest resources and sites covering all aspects of privacy and 
security currently available over the Internet. From the board room to the family room, 
these resources and sites give you the information you need to maintain your privacy and 
security as you use the Internet in your business and personal life. 
 
Research Resources Online Guide 
http://www.ResearchResourcesOnline.net/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 340 page digital guide of a selected 
comprehensive alphabetical listing of the latest and greatest resources and sites covering 
all areas of research that is currently available over the Internet. The guide covers online 
research resources and tools for the Newbie to research as well as the Seasoned 
researcher. Contents include: a) Research Resources, b) Research Tools, c) Student 
Research Resources Toolkit, d) Knowledge Discovery/Management and Data Mining 
Resources, e) Knowledge Discovery/Retrieval and the World Wide Web Resources,  f) 
Business Intelligence Resources, g) Reference Resources, and h) Subject Tracer™ 
Information Blogs. 
 
The Survivor’s Manual for The New Economy. 
http://www.NewEconomyManual.com/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 239 page digital read that gives 
excellent resources and annotated sources for the new economy analytics, alerts, 
ecommerce, financial sources, invisible and deep web resources, social and business 
networking sources along with new economy competitive and business intelligence 
resources and an extremely comprehensive listing of new economy online tools. 
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